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With the booming of large scale data related applications, cognitive systems that leverage 

modern data processing technologies, e.g., machine learning and data mining, are widely used in 

various industry fields. These application bring challenges to conventional computer systems on 

both semiconductor manufacturing and computing architecture. The invention of neuromorphic 

computing system (NCS) is inspired by the working mechanism of human-brain. It is a 

promising architecture to combat the well-known memory bottleneck in Von Neumann 

architecture. The recent breakthrough on memristor devices and crossbar structure made an 

important step toward realizing a low-power, small-footprint NCS on-a-chip. However, the 

currently low manufacturing reliability of nano-devices and circuit level constrains, .e.g., the 

voltage IR-drop along metal wires and analog signal noise from the peripheral circuits, bring 

challenges on scalability, precision and robustness of memristor crossbar based NCS.  

In this dissertation, we quantitatively analyzed the robustness of memristor crossbar 

based NCS when considering the device process variations, signal fluctuation and IR-drop. 

Based on our analysis, we will explore deep understanding on hardware training methods, e.g., 

on-device training and off-device training. Then, new technologies, e.g., noise-eliminating 

training, variation-aware training and adaptive mapping, specifically designed to improve the 

training quality on memristor crossbar hardware will be proposed in this dissertation. A digital 
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University of Pittsburgh, 2016 
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initialization step for hardware training is also introduced to reduce training time. The circuit 

level constrains will also limit the scalability of a single memristor crossbar, which will decrease 

the efficiency of implementation of NCS. We also leverage system reduction/compression 

techniques to reduce the required crossbar size for certain applications. Besides, running machine 

learning algorithms on embedded systems bring new security concerns to the service providers 

and the users. In this dissertation, we will first explore the security concerns by using examples 

from real applications. These examples will demonstrate how attackers can access confidential 

user data, replicate a sensitive data processing model without any access to model details and 

how expose some key features of training data by using the service as a normal user. Based on 

our understanding of these security concerns, we will use unique property of memristor device to 

build a secured NCS. 
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1.0  INTRODUCTION 

1.1 MOTIVATION 

Machine learning technology has been widely used in data processing to help users better 

understand the underlying property of the data [1]. As a popular type of machine learning 

algorithm, neural network processes input data by multiplying them with layers of weighted 

connections. Various types of neural network designs, e.g., convolutional neural network (CNN) 

[2] and recurrent neural network (RNN) [3], have repeatedly and significantly improved the best 

performances in the literature for multiple databases from different application fields, including 

computer vision  and nature language processing [3][4]. However, the neural network is a 

computation intensive software algorithm and it is a remarkable fact that implementations of a 

lot of milestone neural network models were enabled by the significant hardware breakthroughs, 

e.g., graphic processing unit (GPU)[5]. 

In recent years, computer hardware industry is experiencing great revolutions on its two 

foundation stones: semiconductor manufacturing and computing architecture: On the one hand, 

the scaling of conventional CMOS devices is approaching the limit [6][7]. Scalable emerging 

nano-devices, i.e., spintronic and resistive devices (memristor) [8]-[12], nanotube[14][15] etc., 

are under extensive investigations; on the other hand, the well-known “memory wall” challenge 

of von-Neumann architecture [8], i.e., the ever-increasing gap between CPU performance and 
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memory bandwidth, motivates many studies on alternative computing architectures for highly 

parallel software algorithms, e.g., neural network.  

Neuro-biological architecture is one of such promising candidates. After twenty-year 

trough, neuromorphic computing, which denotes the VLSI realization of neuro-biological 

architecture, is recently revitalized by the discovery of nanoscale resistive devices, e.g., 

memristor[13]. The similarity between the programmable resistance state of memristors and the 

variable synaptic strengths of biological synapses dramatically simplifies the design of neural 

network circuits [17]-[25]. Moreover, the crossbar structure, which is the densest interconnect 

topology that can be achieved by modern planar semiconductor manufacturing, further boosts the 

integration density and power efficiency of memristor-based neuromorphic computing systems 

(NCS) [26]-[47] to the levels of 1010-Synapses/Inch2 and Tera-flops/Watt, respectively. Besides, 

memristor crossbar structure is recently introduced to improve the execution efficiency of the 

Matrix-Vector multiple lications, which is one of the most common operations in the mathematic 

representation of neural network [37]. However, the implementation of an NCS with memristor 

crossbar is facing several major technical challenges mainly introduced by the physical 

limitations of the hardware circuit.  

1.1.1 Challenge 1: Training with Imperfect Hardware 

In machine learning theory, “training” is defined as the process of calculating the value of 

all the variables in a specific model based on training data. In memristor crossbar based NSC, we 

need to not only calculate the values of all variables, but also have memristors programmed to 

accurately represent those values. For clarification purpose, we use “hardware training” to define 

the whole process of calculating and device programming.  
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The most intuitive hardware training scheme is called the “off-device” method, which 

separates the whole process into two steps: The first step is identical to the conventional software 

training, which calculates all the variables based on the given training data. The second step is 

programming every memristor based on the calculation in the first step [42]. Due to the difficulty 

of accurate real-time monitoring the memristor state, the off-device training is vulnerable to the 

intrinsic device switching variations and manufacturing defects. 

Surprisingly, the process of hardware training does not necessarily need to be separated 

into two steps. Another type of hardware training scheme is the “on-device” method, which 

directly implements gradient descent training (GDT) algorithm on the memristor crossbar by 

repeating the loop of “programming and sensing” [30]. On-device method is able to adaptively 

adjust the training inputs to reduce the impact of variability of memristors by sensing the 

memristor (indeed, output current from the crossbar) in the real-time. However, due to the very 

limited precision of analog signals on the hardware, the quality of on-device training is severely 

affected by the signal noise and sensing accuracy. At the same time, iteratively programming and 

sensing slows down the overall hardware training process. 

1.1.2 Challenge 2: Limited System Scalability 

Besides the hardware training challenges, the scale of single memristor crossbar is 

limited by the IR-drop along the resistance network (memristor crossbar) composed of metal 

wire and memristors. The analysis of the impact of IR-drop on crossbar-based digital memory 

shows a 64×64 crossbar already has severe voltage degradation [57]. Following the increase of 

the memristor crossbar size, the impact of the IR-drop becomes more critical, resulting in the 

performance variations or even functional failures of the NCS. Even though a large scale neural 



 4 

network can be partitioned and possibly mapped onto multiple memristor crossbars, the 

significant hardware/energy/speed overhead of “partition & mapping” [46] makes the high single 

crossbar capacity a very important research challenge. 

1.1.3 Challenge 3: Security Concerns in Cognitive Systems 

Besides the design challenges on NCS hardware, cognitive systems, e.g., machine 

learning algorithm/models, that are implemented on memristor crossbar, or any hardware 

platforms, also have security concerns. Common cognitive systems work as the following 

process: Given a subset of certain type of data (training data), the cognitive system will try to 

extract (learn) patterns or intrinsic relationships (trained model) between variables. Then, based 

on the model built upon the training data, the cognitive system can make prediction/inference 

unknown data (test data). In this process, there are three key elements: training data, trained 

model and test data. There are many scenarios that one or more of these three elements are 

confidential or highly valuable to the system owner. Among all the security concerns, the 

security of model privacy interests us most. Running learning models on an embedded device 

introduces an obvious convenience such as run-time processing and high efficiency, but 

unfortunately also introduces security challenges. The learning model will be exposed to the risk 

of being attacked by unauthorized attackers who have physical access to the device.  
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1.2 DISSERTATION CONTRIBUTION AND OUTLINE 

According to above three challenges, our proposed work can be also decoupled as 

following four main research scopes: 1) Eliminate the impact of device variation on the off-

device training method; 2) Improve training quality and speed of on-device method ,which is 

limited by the precision and time consumption of analog computing;  3) Enhance the system 

scalability by reducing the required crossbar size for large network model and increasing the size 

of single implementable crossbar; 4) Utilizing the unique property of memristors for a learning 

system platform that protect model privacy against security attack. 

Section 2.0 will introduce the background knowledge of memristor devices and also 

describes two different hardware training method in details. 

Our work for research scope 1 will be described in section 3.0 . We perform an insightful 

analysis on the impacts of hardware design factors on the off-device training quality of NCS. 

Based on our analysis, we propose a novel variation-aware off-device training scheme, namely, 

Vortex for the training robustness enhancement: it firstly modifies the programming pre-

calculation algorithm to compensate the impact of memristor variations and then introduces an 

adaptive mapping process to selectively map the synapse with large impact on network output 

onto the memristor with low variations. Integrating these two complimentary techniques together 

can further improve training quality. 

In section 4.0 , we quantitatively analyzed the sensitivity of the on-device hardware 

training method to the process variations and input signal noise for research scope 2. We then 

proposed a noise-eliminating training method with the corresponding modified crossbar structure 

to minimize the noise accumulation during the on-device training and enhance the trained system 

performance, i.e., the testing accuracy. A digital initialization step for memristor crossbar 
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training is also introduced to reduce the training failure rate as well as the training time. 

Experimental results show that our technique can significantly improve the performance and 

training time of neuromorphic computing system by up to 39.35% and 23.33%, respectively. 

Section 5.0 will focus on research scope 3. We will investigate the IR-drop caused 

physical limitation and reliability issue in memristor crossbars. More specifically, we will first 

formulate the effect of IR-drop in NCS designs and evaluate its impact. In order to enhance the 

computing capacity and reliability of NCS, we propose a system reduction scheme that can 

effectively reduce the required crossbar size for a specific problem while still maintaining high 

computation accuracy and robustness, enabling simpler and more scalable NCS implementations. 

To further improve the robustness of NCS, we propose a novel design method that can actively 

compensate the IR-drop induced signal degradations in training and computing. Note that system 

reduction and IR-drop compensation methods are implemented at different design levels and 

thus, complementary to each other. Experiment results demonstrate much smaller 

implementation area (i.e., 61.3% of original design circuit area) and better computing robustness 

(i.e., 27.0% computing accuracy improvement) of NCS after combining these two approaches.  

Section 6.0 will show our work for research scope 4. We study the learning process that 

allows the attacker to attach the privacy of a model on an embedded device. We then will 

investigate using unique drifting property of memristor device to build a secured NCS that 

prevents replicating the model hard-coded in a memristor crossbars. The performance of the 

secured system will gradually degrade without regular calibrations. 
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2.0  DESIGN BASICS 

2.1 MEMRISTOR BASICS 

As predicted by Prof. Leon Chua in 1971 [13], memristor is the fourth fundamental 

circuit element uniquely defining the relationship between magnetic flux () and electrical 

charge (q) as: d= M·dq. Here the electrical property of the memristor is represented by 

memristance (M) in unit of . Since  and q are time dependent parameters, the instantaneous 

resistance (memristance) of a memristor is determined by the historical profile of the electrical 

excitations through the device. In other words, the resistance state of a memristor can be 

programmed by applying current or voltage. In 2008, HP Labs reported that the memristive 

effect was realized by moving the doping front along a TiO2 thin-film device [58]. Since then, 

many different memristive materials and structures were found or rediscovered [48]. 
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Figure 1. Metal-oxide memristor [58]. 

 

 

Figure 1 depicts an ion migration filament model of metal-oxide memristors [58]. A 

metal-oxide layer is sandwiched between two metal electrodes. During reset process, the 

memristor switches from low resistance state (LRS) to high resistance state (HRS). The oxygen 

ions migrate from the electrode/oxide interface and re-combine with the oxygen vacancies. A 

partially ruptured conductive filament region with a high resistance per unit length (Roff) is 

formed on the left of the conductive filament region with a low resistance per unit length (Ron). 

During set process, the memristor switches from HRS to LRS. The ruptured conductive filament 

region shrinks. The resistance of a memristor can be programmed to any arbitrary value between 

LRS and HRS by applying a programming current or voltage with different pulse widths or 

magnitudes. Note that the relationship between the programming voltage amplitude/pulse width 

and the memristor resistance change is usually a highly nonlinear function, as shown in Figure 

2[48]. For example, with programming voltage of -2.9V, it takes ~500 ns to switch the device 

nc

ni

nt

w w+λ D

x
Dw+λw0

V(t)
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from LRS to 900 k(point ‘A’ in the Figure 2)However, with the same programming time, -

2.8V only switches the device to ~400 k, which is half of the resistance marked by point ‘A’





 

Figure 2. Device programming [48]. 

2.2 MEMRISTOR CROSSBAR  

As shown in Figure 3, a memristor crossbar is a connection structure that integrates a 

matrix of memristors (M) with metal wires. Each memristor is connected to a top horizontal 

metal wire and a vertical bottom wire. The crossbar structure realizes the highest possible 

integration density of memristor devices within a single layer, in which each memristor uses 4f2 

circuit area (f=feature size).  

Read: The resistances of memristors in a crossbar can be read individually. For example, 

when reading the resistance of mij, which is the memristor connecting to the i-th top metal wire 
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and the j-th bottom metal wire, a sensing voltage v will be applied on the i-th top wire while all 

the other wires are grounded. The current cj can be sensed from the j-th metal wire and resistance 

of mij = v/cj. Besides, the resistances of a column of memristors can be sensed together as we 

will describe in 2.3.1. 

 

 

 

Figure 3. Memristor crossbar [36]. 

 

 

Program: At the same time, memristors in a crossbar can be programmed individually. 

During the programming of memristor crossbar, different amplitude and duration of 

programming pulses are directly applied to the target memristor based on the desired resistance 

change: the voltages of the WL and BL connecting the target memristor are set to +Vbias and 

GND, respectively, while all other word-lines (WLs) and bit-lines (BLs) are connected to 

mij

i-th

j-th

x

y
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+Vbias/2. Hence, only the target memristor is applied with the full Vbias  above the threshold that 

can change the device’s resistance state while the rest of memristors in the crossbar remain 

unchanged because they are only half selected with a voltage of Vbias/2 [57]. Due to the intrinsic 

switching characteristics, memristors with half-programming voltage barely changes their 

resistances. 

2.3 MEMRISTOR CROSSBAR BASED NCS 

2.3.1 Feedforward Sensing 

Figure 4 depicts a conceptual overview of a neural network that can be implemented with 

a memristor crossbar based NCS in Figure 3. Two groups of neurons are connected by a set of 

synapses. The input neurons send signals into the network and the output neurons collect the 

information from the input neurons through the synapses and process them with an activation 

function. The synapses apply different weights (synaptic strengths) on the information during the 

transmission. In general, the relationship between the input pattern x and the output pattern y can 

be described as [28]:  

 
. 

(1) 

Here the weight matrix Wn×m denotes the synaptic strengths between the two neuron 

groups. In an NCS, the matrix-vector multiplication shown in the equation (1) is one of the most 

intensive operations. Because of the structural similarity, a memristor crossbar is conceptually 

efficient in executing matrix-vector multiplications [37].  
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Figure 4. Single layer neural network[56]. 

 

 

The computation process defined by equation (1) is called “sensing”. In hardware 

implementation shown in Figure 3, during the sensing process of a memristor crossbar-based 

NCS, x is mimicked by the input voltage vector applied to the WLs of the memristor crossbar 

while the BLs are grounded. Each memristor is programmed to a resistance state representing the 

weight of the correspondent synapse. The current along each BL of the memristor crossbar is 

collected and converted to the output voltage vector y by “neurons”, e.g., CMOS analog circuit 

or emerging domain wall devices [36]. The matrix Wn×m is often implemented by two crossbars, 

which represent the positive and negative elements of Wn×m, respectively.  

2.3.2 Hardware Training 

As mentioned in section 1.1.1, we use “hardware training” to define the process of 

calculating and programming all the memristors to the target resistant states.  
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Figure 5. (a) On-device training method, (b) Off-device training method. 

2.3.2.1 Off-device training 

As mentioned in section 1.1.1, the most intuitive hardware-training scheme is called the 

“off-device” training method (Figure 5 (b)), which separates the whole process into two steps. 

The first step is identical to the conventional software training, which calculates all the variables. 

A neural network is usually trained with supervised learning method to perform a classification 

or regression function. Without losing generality, we use classification tasks as examples in this 

dissertation. Assuming we have a data set, which consists of training samples and testing 

samples. Each training/testing sample contains a set of feature vectors FR/FT and a set of label 

vectors LR/LT. The task of the neural network is to make predictions as close as LT based on 

FT. 

For generality purpose, e.g., multi-task multi-class problems, we assume labels LR/LT as 

a vector of values instead of single value. Each column of memristors are used to perform 

Weight matrix

(a) (b) 



 14 

classification on one bit of labels. Hence, every column of memristors can be trained 

individually. For each column, the difference between the current neural network output and the 

training labels can be described as the following cost functions: 

 

 

(2) 

Here, c is the cost value, lrs is the s-th label in the training label vector LR and os is the 

output when given the s-th training feature in FR, i.e., frs. Assuming there are n samples in the 

training data, the goal of software training is minimizing the sum of error, i.e., cost value defined 

by equation (2). Since we are able to compare the network's calculated values for the output 

nodes to these "correct" labels, equation (2) can be optimized by GDT algorithm:  

 

 

(3) 

Here α is the training speed parameter and the error terms will be used to adjust the 

weight so that in the next time around the output values will be closer to the "correct" values LR. 

Usually the labels are a vector of +1/-1, indicating one frs belongs to a certain class or not.  

Once the training converges, e.g., cost value stabilizes below certain threshold, weight 

matrix W can be used for testing. Based on W, programming pulse voltage amplitude and 

duration for each memristor can be calculated based on the relationship shown in Figure 2. Then 

the memristor devices can be updated accordingly, which is the second step of off-device 

training. 

 



 15 

2.3.2.2 On-device training 

 

Surprisingly, the processes of calculating the variable values and memristor programming 

are not necessary to be separated. Another type of hardware training scheme is the “on-device” 

method (Figure 5 (a)), which directly implements GDT algorithm on the memristor crossbar by 

repeating the loop of “programming and sensing” [30]. On-device method is able to adaptively 

adjust the training inputs to reduce the impact of variability of memristors by sensing the 

memristor (indeed, output current from the crossbar) in the real-time.  

One significant difference between our on-device training scheme and the conventional 

software training is the feedforward operation is done on the memristor crossbar devices. The 

features are applied as voltages on the input terminals and output results are sensed as introduced 

in section 2.3.1. There are clear benefits of implementing feedforward operation on device. Since 

there is no such step of programming memristors based on the pre-calculated connection 

weights, there is no discrepancy between theoretical weights and hardware weights. Besides, the 

device variation and defects can be automatically compensated by the on-device training because 

of the close-loop training algorithm. The main shortcoming of this training scheme is that the 

analog values need to be quantized through the interfaces as: 

 
 

(4) 

Limited by ADC hardware, the parameter bits cannot reach 32 or even 64 as people use it 

software training. 
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3.0  VARIATION-AWARE OFF-DEVICE TRAINING 

3.1 IMPACT OF DEVICE VARIATION  

As mentioned in section 1.1.1, the off-device training method separates the hardware 

training process into two steps, e.g., calculating weights of all connections in software and 

programming each memristor based on the calculation. In hardware implementation, off-device 

training is subject to many realistic factors and constraints. In this section, we will investigate the 

impacts of these limitations on the robustness of different hardware training methods. Here, the 

“robustness” is quantitatively measured as the test accuracy of a memristor crossbar-based NCS 

trained by a specific method.  

The main difference between on-device and off-device training is that on-device training 

adaptively adjusts the programming signal during the iterations based on the sensed output 

current of the memristor crossbar. Theoretically, memristor device variations can be naturally 

tolerated in this process if the analog output current can be precisely sensed. On the contrary, the 

off-device training determines the programming pulse width and magnitude before accessing the 

devices. Hence, device variations inevitably incur the discrepancy between the targeted value 

and the actual programmed memristor resistance.  

To illustrate the impact of device variations on the training of memristor crossbars, we 

performed on-device and off-device training on a column of 100 memristors. The nominal on- 
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and off-state resistances of the memristor are set to 10 kΩ and 1 MΩ, respectively. Here we 

assume the memristor device variation follows a lognormal distribution [63]. It means that for an 

on-state memristor, its resistance r→eθ∙10 kΩ, where 𝜃 ~ N(0,σ2). The training goal is to ensure 

when the input wires are all connected to 1V, the memristor column shall generate an output 

current of 1mA. Figure 6 shows 1000× Monte-Carlo simulation results when the standard 

deviation σ changes. Following the increase of σ, on-device training result constantly maintains a 

low discrepancy between the trained output and the target output while this output discrepancy 

keeps growing in off-device training result. This experiment is performed by assuming the 

analog sensing of on-device training is perfectly precise, which is unrealistic in hardware.   

 

 

Figure 6. Impact of device variation. 
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3.2 VORTEX 

The low requirement of sensing resolution makes off-device training an attractive 

solution in memristor crossbar-based NCS designs. However, compared with on-device training, 

the disadvantage of off-device training is also obvious: open-loop scheme is intrinsically lack of 

the mechanism to tolerate memristor device variations. In this work, we propose Vortex – a 

variation-aware robust training scheme that can tolerate the memristor device variations using 

the following two techniques:  

• Variation-aware training (VAT) – an off-device training method that models the device 

variations and adjusts the training goal to tolerate the variation impact in pre-calculation step.  

• Adaptive mapping (AMP) – a method to pre-test all devices and then adaptively map the 

synaptic connections to physical devices based on the actual memristors’ variations.  

3.2.1 Variation-aware Training (VAT) 

3.2.1.1 Algorithm 

Without losing generality, we use a one layer a neural network as an example. The goal 

of conventional GDT algorithm is to find the connection weights W that can successfully classify 

the training samples as many as possible. The computation of the network can be expressed as 

equation (1). Here x is a 1×n input feature vector, W is a n×m weight connection matrix and y is 

a 1×m output vector that corresponds to m classes. As each column of W is trained separately, 

the training of the r-th column (wr) can be summarized as the following optimization process: 
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(5) 

Here the i-th training sample contains input feature vector x(i) and target output 

. s is the total number of the training samples. The optimization process 

minimizes the difference between the actual output ( ) and the target output ( ), given 

the condition that the output current of a crossbar is physically bounded by circuit limitations, 

which is numerically represented as “1” in equation (5). Here we use “1 vs. all” method in the 

output neuron design:  only when a training sample is labeled as class r.  

In a memristor crossbar-based NCS, weight matrix W is represented by the crossbar. 

When memristor variations are taken into account, the actual programmed weight matrix W' may 

be different from the target W even we can perfectly control the programming voltage pulse 

width and magnitude. Similar to Section 3.1, here we assume the memristor device variation 

follows lognormal distribution [63] as , and . The 

optimization constraint of equation (5) then becomes: 

 
. 

(6) 

As θ is a small variation, we can simplify the equation (6) using a linear approximation: 

 
.  

(7) 
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Equation (7) can be further reorganized as: 

 . (8) 

The second term of equation (8) is also used as the constraint in the conventional GDT 

algorithm. We call the first term as “penalty of variations” because it represents the sum of the 

crossbar output deviation induced by device variations. However, the optimization process 

cannot be performed with random variable θq. Therefore, we estimate the upper bound of the 

penalty of variations by: 

 
 

. 

(9) 

‖θ‖2 is the 2-norm of a vector of random variables that follow normal distributions. At a 

certain confidence level, we can restrict ‖θ‖2≤ρ based on Chi-square distribution with degree of 

freedom n. Then the modified training process under the consideration of weight variations can 

be expressed as: 

 

       

S.T.    

(10) 

We refer to this technique as VAT (variation-aware training). 
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3.2.1.2 Variation Tolerance vs. Training Rate 

The introduction of the estimated penalty of variations makes the training procedure be 

aware of device variations at a predetermined degree and include them in the training constraints. 

The trained memristor crossbar, hence, becomes more robust in tolerating device variations 

during computations, allowing us to obtain the desired output even there are variations in the 

programmed weights. However, such a method applies a tighter constraint to the training and 

results in lower training rate.  

To evaluate the tradeoff between the training rate and the variation tolerance of the NCS 

under VAT, we vary the estimated penalty of variation in equation (10) by multiplying a scalar γ 

(0< γ <1): 

 
, 

(11) 

and simulate the corresponding training rate and test rate. When γ changes from 0% to 100% 

(none to the maximum estimated penalty of variations), the training rate keeps reducing, as 

shown in Figure 7. 

 

 



 22 

Figure 7. Tradeoff between variation tolerance and training rate. 

 

 

The left side of Figure 7 shows test rate (w/ variation) is significantly lower than test rate 

(w/o variation), indicating significant impact of device variations on the training quality in this 

range. When γ rises, test rate (w/o variation) continues to decreases due to the disturbance of the 

introduced estimated penalty of variations to the optimization process. Teste rate (w/ variation), 

however, raises to a peak first when γ increases to 0.2. It clearly shows the efficacy of VAT to 

tolerate device variations in the training. Continue increasing γ, however, may not further 

improve the variation tolerance. The disturbance to the training process starts to dominate and 

results in a decrease of the test rate.  

3.2.1.3 Self-tuning and Validation 

Figure 7 shows that for a specific memristor crossbar based NCS, there exists an optimal 

γ that ensures the maximum test rate (but not corresponding to the highest training rate). Hence, 

we propose a self-tuning process that is very similar to the regularization used in regressions to 

prevent over-fitting and maximize test rate [67]. The details of the proposed process are shown in 
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Figure 8. Instead of training the neural network only once with all training samples, we separate 

the training samples into two groups (one is large and one is small). The large group is used as 

the actual “training samples” while the small group is used for “validation”. After training, a 

validation step will be launched: we first model the memristor variations and inject them into the 

weight matrix W trained by the training samples. Then the training quality of the NCS is tested 

by the validation samples under a fixed γ. We repeat training-validation loops by scanning the 

value of γ until achieving the maximum test rate over the all validation samples and the 

corresponding γ will be selected in the final training process. Note that the efficacy of self-tuning 

loop varies when the memristor device variation model changes. In this paper, we use the 

lognormal distribution as our memristor device variation model [63]. However, our proposed 

techniques are not restricted to any particular variation models.  

 

 

 

Figure 8. Self-tuning process in training. 
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3.2.2 Adaptive Mapping (AMP)  

VAT aims optimizing the training algorithm to tolerate the impact of device variations. In 

this section, we propose adaptive mapping (AMP) – a hardware solution to mitigate the impact 

of device variations by optimizing the mapping scheme of the computation to the crossbar and 

leveraging the design redundancy.  

3.2.2.1 Basic Steps of AMP 

AMP includes three sequential steps: 

Pre-testing – After a memristor crossbar is manufactured, we program every memristor 

targeting a certain resistance state and then sense the device resistance to get the distributions of 

memristor resistance in a the crossbar (we may need to sense multiple times eliminate the 

impacts of switching variations). To minimize the impact of IR-drop and sneak paths, we would 

perform pre-testing on each individual memristor and keep all other memristors at high-

resistance state (HRS). The obtained distribution should follow lognormal distribution [63]. 

Sensitivity analysis – Variability of different memristors generates different impact on 

the computation accuracy of a NCS. To identify the memristors that have large impacts on the 

NCS computation accuracy and need better control of device variations, a sensitivity analysis is 

performed. In an m×n crossbar, the sensitivity of the j-th output yj to the device variation of a 

specific memristor ( ) is: 

 

 

(12) 
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Equation (12) shows that the impact of a memristor’s variations on the NCS computation 

accuracy is proportional to the product of the input and the weight that memristor represents. 

Since the weight matrix W of a neural network is often highly skewed (e.g., max (wij) is easily 

>1000× min (wij)), the memristors with a low resistance and a high input demand for a better 

variation control. 

 

 

 

Figure 9. Adaptive mapping. 

 

 

Mapping – To minimize the impact of device variations on the NCS computation 

accuracy, we may replace the memristor with a resistance significantly deviating from the 

nominal value and high impact on NCS computation accuracy using a device with smaller 

variation. But it is hard to physically replace a memristor with another after a crossbar being 

fabricated. However, changing the mapping relation between elements in the weight matrix and 

memristors in the crossbar can be easily done. In observation of the multiplication of 
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permutations of vector-matrix multiplication, switching two rows in weight matrix together with 

their inputs does not change the output of the multiplication. Hence, if one row (e.g., row1 in 

Figure 9) in the crossbar has one memristor with large variation that matches a high weight 

connection, we can assign the input signals originally on row1 to the input of another row (e.g., 

row2 in Figure 9) and program row2 to the original weight of row1. In this case, all high weight 

connections and large variation memristors have been mismatched. 

3.2.2.2 Greedy mapping algorithm 

To achieve a minimum impact of memristor device variations across the whole cross, we 

adopt a greedy mapping algorithm in AMP to determine the mapping relations between the 

weight matrix and the crossbar, as depicted in Figure 10. The whole mapping process can be 

summarized as the follows: 

We first calculate the impact of device variations by mapping the p-th row of weights 

matrix onto the q-th row of the memristor crossbar. As discussed in sensitivity analysis, such an 

impact can be measured by “summed weighted variations (SWV)” as: 

 
.  

(13) 

Here we assume both the crossbar and weight matrix W have total n columns. wpj is a 

connection weight at the location (p,j) in W and   represents the device variation of the 

memristor at the location (q,j) in the crossbar.  show the difference between the 

ideal weight ( ) and the actual weight  represented by the memristor (( )). Here 𝜃 

~ N(0,σ^2).  
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Figure 10. Algorithm 1. 

 

 

The mapping starts with the row of W with the largest device variation sensitivity 

calculated in equation (12) and maps it to the row of the crossbar with the smallest SWV. After a 

row is mapped, its original row from W and the mapped row in the crossbar will be removed 

from the queue of the to-be-mapped rows. AMP will repeat this process until all the rows are 

properly mapped. As many redundant designs, we may also leverage additional memristor 

columns/rows to further improve the efficacy of the mapping. The mapping algorithm remains 

almost the same expect that there are more memristor rows are available.  

Defective cell is another reliability issue in the fabrication of memristor crossbars, 

causing the device resistance at HRS or LRS. Such defective cells can be detected as memristors 

with large variations and replaced by AMP by following the similar approach. 
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3.2.3 Integration of VAT and AMP 

VAT and AMP are two complementary techniques that can be seamlessly integrated 

while the efficacies of them are also stackable: For example, if effective device variations of the 

memristor crossbar have been reduced by AMP, this reduction shall be captured by the 

memristor device variation model used in the self-tuning process of VAT. As a result, a smaller 

penalty of variation will be needed in VAT, leading to potentially higher training rate and test 

rate. 

3.3 EXPERIMENTS 

To evaluate our proposed Vortex scheme, we implement a two-layer neural network on a 

memristor crossbar based NCS for the famous MNIST digits classification task [76]. The input 

signals of the crossbars are digital voltages corresponding to the pixels of the original benchmark 

images. The output signals are the currents sensed from the ten vertical wires of the crossbar; 

each of them represents one class from ‘0’ to ‘9’. “1 vs. all” method is still used in output neuron 

designs. Each benchmark image has 28×28 pixels, requiring a 784×10 crossbar for the 

computation. The nominal on-state and off-state resistances of memristors used in our 

experiment are 10kΩ/1MΩ respectively. Benchmark may need to be under-sampled to fit into 

the memristor crossbars with difference sizes in the relevant evaluations. 



 29 

3.3.1 Effectiveness of AMP 

Figure 11 illustrates the training rate of VAT and test rates of the crossbar before and 

after applying AMP. As expected, after AMP is applied, the impact of device variations of the 

crossbar decrease, resulting in improvement of test rate w.r.t. the case before AMP is applied. 

Besides, the optimal  also reduces from 0.4 (before AMP) to 0.2 (after AMP).   

 

 

Figure 11. Effectiveness of AMP. 

3.3.2 ADC Resolution 

The resolution of analog-digital converter (ADC) is an important factor that affects the 

efficacy of AMP by influencing the memristor resistance pre-testing accuracy. We analyze the 

impact of different resolutions on NCS computation robustness (test rate). No redundancy is 

added in this analysis.  Figure 12 shows the test rates of the NCS with different ADC resolutions 
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under different device variations. Low resolution (4-bit/5-bit) significantly limits the 

computation robustness. The test rates of the NCS with different variations start to saturate when 

a 6-bit ADC is applied. Further improving the ADC resolution gives us very marginal 

computation robustness enhancement. Hence, we fix the ADC resolution at 6-bit in the following 

experiments. 

 

 

Figure 12. ADC resolution VS test rate. 
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We analyze the tradeoff between design redundancy and NCS computation robustness 

using the same experiment setup in Section 3.3.1. When memristors have a large variation 
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Figure 13. Overhead vs. Test rate. 

 

 

In general, increasing the redundancy (p) helps to improve the test rates. However, the 

test rates are primarily determined by the device variations rather than the redundancy, and the 

help of redundancy is more prominent when the device variations are large. For comparison 

purpose, Figure 13 also shows the test rates under conventional off-device and on-device training 

without design redundancy. On average, Vortex achieves 29.6% and 26.4% higher test rates 

compared to off-device and on-device training, respectively, even without redundant rows. Here 

the theoretical maximum test rate in this configuration is ~85%, which is determined by the 

nature of the adopted neural network model. In the following experiments, we choose100 

redundant rows and σ=0.6 as our default setup.  
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3.4 SECTION SUMMARY 

In this section, we try to understand the training robustness of memristor crossbars by 

quantitatively analyzing the influences of some hardware limitations, e.g., device variation, and 

sensing resolution. Based on our analysis, “Vortex” – a variation-aware off-device training 

scheme is then developed to better tolerate device imperfections and design constraints. 

Experiment results show that Vortex achieves significantly improved training quality, i.e., 29.6% 

higher test rate, w.r.t. conventional off-device training.  
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4.0  ROBUTS ON-DEVICE TRAINING WITH DIGITAL INITIALIZATION 

4.1 NOISE-ELIMINATING ON-DEVICE TRAINING 

As mentioned in section 2.3.2.2, the memristor crossbar hardware training does not 

necessarily be separated into two steps as described in off-device training. Another type of 

hardware training scheme is the “on-device” method, which directly implements gradient descent 

training (GDT) algorithm on the memristor crossbar by repeating the loop of “programming and 

sensing” [30]. Since the on-device method is a close-loop operations, it may be able to 

adaptively adjust the training inputs to reduce the impact of variability of memristors by sensing 

the memristor (indeed, output current from the crossbar) in the real-time. However, the impact of 

the very limited precision of analog signals on the hardware on the quality of on-device training 

needs further investigation. 

4.1.1 Impacts of Device Variation and Signal Noise 

To have an intuitive view on the impact of device variation and signal noise on crossbar 

training, we perform the following experiment. Figure 14 shows an example of the output 

comparison step in the on-device training process when a set of read voltage Vrd, 0, Vrd/2 is 

applied to the WLs of three memristors R1-R3 in the same column. Here we assume the three 

memristors are all at HRS. The ideal voltage on the BL shared by these three memristors should 
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be Vrd/2. However, the device non-uniformity and the input voltage fluctuation may cause the 

bias changes on the memristors. For example, if the resistance of R1 is larger than that of R2, the 

voltage on the BL will be below Vrd/2, as shown in Figure 14 (a). Also, if the input voltages on 

the WL of R1 changes to Vrd + ∆V, the voltage on the BL will be above Vrd/2, as shown in 

Figure 14 (b). In both cases, the calculated difference between the current output and the target 

output will be different from the ideal case. Such deviation can be accumulated along with the 

training iterations. Together with the fluctuations of the programming voltage and the process 

variations, it will cause the deviation of the programmed memristor resistance from the ideal 

value during the programming step in the memristor crossbar training process and finally affect 

the computation accuracy. We use an example to illustrate the impacts of the process variation 

and input signal noise on the memristor crossbar training. A 64 x 64 crossbar is implemented to 

realize the synapse connection of a one-layer neural network. Figure 14 (d) shows the resistance 

difference between the ideally trained crossbar (no process variation or input signal) and the 

crossbars trained with considering process variation (top row) or input signal noise (bottom row), 

respectively. In the evaluation of process variation's impact, the distribution of the memristor cell 

size in the crossbar is generated randomly for every iteration with Gaussian distribution. Note 

that since the input noise for write will result in the variation of the crossbar memristance, we 

consider the write input noise with process variation together. The standard deviation of the 

memristance variation is assumed to be 10% (σ = 0.1), 20% (σ = 0.2), and 30% (σ= 0.3) of its 

nominal value. In the evaluation of the read input signal noise's impact, similarly, a random noise 

following Gaussian distribution is generated on the input signals of the crossbar in every 

iteration. The standard deviation of the noise is assumed to be 10% (σ = 0.05), 20% (σ = 0.1), 
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and 30% (σ = 0.15) of Vrd. The mean of the noise is zero. The GDT rule is applied in the 

training. 

 

 

 

Figure 14. Training under memristor variation and input noise. 

 

 

Our simulation shows very marginal degradation in the training robustness as the process 

variation increases. It is because the device variations are reflected in the difference between the 

current output and the target output during each iteration and compensated by close-loop 

training. Similarly, write pulse noise will cause memristance change variation in each iteration, 

which will also be compensated by close-loop training. However, input signal noise is generated 

on-the-fly and accumulated during the training process, leading to a large difference from the 

ideal trained result.  
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Figure 15. Training process with noise. 

4.1.2 Noise Sensitivity of On-device Training 

Figure 15 illustrates how the how this dynamic threshold training scheme works in 

system level. We assume F is the output activation function of the NCS, i.e., comparators, which 

translates the output of the crossbar to a digital value {1, -1}. The input signal noise N is added 

on the F before it is sent to the next iteration. Different from the conventional GDT, our method 

tries to minimize not only the 2-norm output distance , but also the system's sensitivity 

to the noise as: 

 

 

(14) 

In the above cost function, J1 and J2 denote memristor crossbar output distance and the 

noise sensitivity, respectively. At the end of iteration t, the adjustment of the memristor crossbar 

in the next iteration W(t+1) can be derived from the current W(t) as: 
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(15) 

or, 

 

 

(16) 

The choice of training rate  is discussed in [30]. For the second term on the right of equation 

(16), we have: 

 

 

(17) 

Equation (17) means that the variations of W (the process variation) is reflected by the output 

distance (y – y*). J2 is determined by the activation function f as: 

 
 

 

(18) 

For the two popular activation functions in neuromorphic computing, i.e., sigmoid function and 

sgn function, equation (18) can be expressed as: 

 

 

(19) 

and 

 

 

(20) 
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respectively. In both cases, the noise sensitivity decreases when  raises, as shown in 

Figure 16. 

 

 

Figure 16. Noise elimination mechanism. 

4.1.3 Noise-Eliminating Training Scheme 

Based on our observation on equation (19) and (20), we proposed a noise-eliminating 

training scheme to minimize the noise accumulation during the on-device training. Redundant 

rows are added on top of the memristor array to generate an offset current B that is opposite to 

the tar-get output of the column yi* during on-device training, as shown in Figure 14 (c). It adds 

the bias to the calculated difference between the current output and the target output of the 

crossbar so that the | | is shifted out of the sensitive region of  f(x) as: 

 

 

(21) 
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As shown in Figure 16, through applying bias, the residue of the noise in the sensitive region of 

the activation function is reduced and the accumulation of the noise during the training iterations 

is minimized. The selection of bias is important in our proposed scheme: A bias larger than 

necessary may make the training process bypass the convergence region, leading to the difficulty 

of convergence. If bias is too small, it may not efficiently suppress the noise. A detailed 

evaluation on the selection of bias will be given in Section 4.3.1. 

We define bias amplitude a to measure the ability of the reference memristor to offset the 

crossbar output as: 

 

 

(22) 

Here Ron is the HRS of a memristor. Rref is the average resistance of the reference 

memristors. Ncol is number of memristors in a column. Nref is the number of reference memristors 

in a column. During the on-device training, a training failure is defined as the unsuccessful 

convergence after the maximum n iterations of training. Here n is the threshold usually much 

more than the normal iteration number required for convergence. If a training failure happens, 

we will reset the reference memristors to reduce a and redo the training process until the training 

succeeds or a=0, which indicates the training is degraded to conventional training scheme.  
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4.2 DIGITAL INITIALIZATION 

4.2.1 Basic Idea 

In our noise-eliminating training scheme, the introduction of bias affects the convergence 

process of on-device training and may cause the potential convergence failure. In this section, we 

proposed a digital initialization step to the on-device training to reduce the training failure rate 

and training time.  

 

 

 

Figure 17. Digital initialization. 

 

 

As shown in Figure 17, in the initialization step, the target W, which can be calculated 

beforehand, is quantized to its digital version  where every element is represented by a multi-
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level cell (MLC) data, e.g., 2-bit digit.  is then written into the crossbar by the programming 

method introduced in section 2.3.2.1, regardless the device variations. Our digital-assisted 

training initialization step can improve the convergence speed of on-device training by setting 

the initial resistance of the memristors close to the target value. Different from the off-device 

training, the digital initialization does not require to program the memristor to the digitalized 

resistance level precisely and can tolerate the device variations. Note that the digitalization of W 

relies on specific training algorithms as we will show next for our approach. 

4.2.2 Digitalization of Weight Matrix 

In the conventional MLC memory cell design, the distances between the two adjacent 

resistance states of the memristor must be the same to maximize the sense margin [69]. The 

threshold to differentiate the different MLC level is set to the cross point between the 

distributions of two adjacent resistance states. In on-device training, the convergence rate of the 

training process is conceptually determined by the distance between the target value and the 

initial value. Therefore, the partition method of MLC memory design does not necessarily give 

us the minimum distance in the digitalization of weight matrix W. 

We propose a heuristic method to determine the resistance states of the memristor 

corresponding to the different digitalized levels of W: For an M-level digitalization, the elements 

of W are equally classified into m baskets  based on their values. We then find 

the  for each basket to achieve the minimum , 
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is the optimal memristor resistance states for the i level of the digitalization. Here we used 1-

norm resistance distance to measure the impact of the difference between  and on the 

overall convergence rate of the on-device training. For different on-device training algorithms, 

other methods, e.g., based on 2-norm distance or the maximum distance, may be also adopted. 

Considering the practical memristor programming resolution, we set m=4 here. Note that this 

method may cause smaller MLC sensing margin, however, we do not need to read out the value 

of each MLC. The initialization accuracy is enough to guarantee the training quality. 

4.3 EXPERIMENTS AND RESULTS 

4.3.1 Noise Elimination 

Figure 18 illustrates the effectiveness of the noise-eliminating training method on 

improving the performance of memristor crossbar-based NCS. A hopfield network with 128 

input neurons is built on a  crossbar with one-layer iterative structure to remember 16 

patterns. We choose conventional delta rule (DR) training method for comparison. In our 

simulation, we set the bias amplitude a to 0.05. Monte-Carlo simulations are conducted under 

different process variations and input signal noise levels to measure the success rate when 

recognizing the image. As shown in Figure 18(a) and (b), even at the worst case of 

 or  at each comparison, our method still achieves the best 

performance.  
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Figure 18. Effectiveness of noise-eliminating training. 

4.3.2 Digital-Assisted Initialization 

Figure 19 compares the training speed of the same on-device training simulated in 

Section 4.3.1. Y-axis is the Hamming distance between the output vectors of the crossbar and the 

target output vectors. X-axis is training iteration number. The size of training input vector set is 

16 and the crossbar training ends when generated output matches the target patterns. Four 

combinations of process variations and input signal noise levels are simulated. To exclusively 

measure the effects of digital-assisted initialization, noise-eliminating training is not applied in 

the simulations.  
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Figure 19. Comparison of convergence rate of different initialization. 

 

 

Among all the simulated results, initializing the states of all memristors to ‘1’ (HRS) has 

the largest number of training iterations while initializing the states of all memristors to ‘0’ 

(LRS) has the smallest number of training iterations among all the simulations except the ones 

with the digital-assisted initialization. It indicates that the majority of the target memristor states 

are close to ‘0’. 

 “MLC-based digital-assisted” curve denotes the results of using the digitalization 

method of 2-bit MLC memory design in W initialization while “Optimized digital-assisted” 

curve denotes the results of using the heuristic method proposed in Section 4.2. Both of them 

demonstrated much lower iteration number than the other training process without the digital-

assisted initialization step. Our heuristic method offers the best result among all the training 

methods: when both process variation and input signal noise are considered, the training iteration 

number of “Optimized digital-assisted” is 23.3% less than that of  “initialization with’0’” .  
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The introduction of process variation causes the deviation of the initial states of the 

memristors from the target states in the digital-assisted initialization step. It raises the Hamming 

distances of the first several iterations and increases the iteration numbers considerably, as 

shown in Figure 19 (b) and (d).  

In general, the total training time of a conventional back propagation (BP) training 

method can be calculated by: 

 
 

(23) 

Here  is the input size of the crossbar.  is overall training time.  and  are the 

programming and comparison time consumed in each iteration.  is the number of iterations. 

When the digital-assisted initialization step is applied, the initialization time  is added to the 

total training time. Therefore, to achieve the positive benefit, the speed up introduced by the 

digital-assisted initialization step must be larger than the extra initialization time. Figure 20 

shows that for a crossbar with the size of n < 128, digital-assisted initialization step does not give 

us any benefits on the training time reduction under the simulated conditions. 
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Figure 20. The impact of initialization on total training time. 

4.3.3 Case study 

To comprehensively evaluate effectiveness of all our proposed techniques, we 

implemented a three-layer feed forward neural based on a neuromorphic computing system with 

multiple  crossbars computing engines. BP training is used as comparison training 

algorithm in this case. Other simulation parameters can be found at Table 1.  

 

 

Table 1. Simulation setup 
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Four sets of image patterns (e.g., face, animal, building and finger print) are adopted in 

the training neuromorphic computing systems. As shown in Figure 21, each pattern set has 8 

images with a size of   pixels. 

 

 

 

 

 

 

Figure 21. 3-layer network recall rate test of dynamic threshold training algorithm. 

 

 

Figure 21 compares the recall success rates of the conventional back propagation (BP) training 

and the modified noise-eliminating method. Our method surpasses the conventional training. 

method over all the simulation cases. Following the increase in the bias amplitude, the recall 

success rate improvement introduced by the noise-eliminating training method becomes more 

prominent. 
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Table 2. Training failure rate 

 

 

Table 2 shows the training failure rate and the training time (without digital-assisted 

initialization step) under the different bias amplitude .The increase in bias amplitude results in 

the reduction of the training time for each iteration while rapidly raises the training failure rate. 

As aforementioned in Section3.3, Training failure will prolong the total training time since we 

will redo the training with a reduced a. The overall training time will become: 

 

where  and  are training time for each iteration and training failure rate for the 

training process with bias amplitude .  

Figure 22 shows the overall training time comparison between conventional BP training, 

the modified noise-eliminating training with and without the digital-assisted initialization step 

starting with different a. Our techniques generally reduce the on-device training time by 

12.6~14.1% for the same recall success rate, or improve the recall success rate by 18.7%~36.2% 
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for the same training time. Designer can pick the best combination based on the specific system 

requirement. 

 

 

Figure 22. Comparisons of overall training time.  

4.4 SECTION SUMMARY 

In this section, we proposed a noise-eliminating training method and digital-assisted 

initialization step to improve the training process robustness and the performance of on-device 

training for memristor crossbar-based NCS. Experimental results show that our techniques can 

significantly improve the testing accuracy and training time of neuromorphic computing system 

by up to 18.7% ~ 36:2% and 12:6% ~ 14:1%, respectively, through suppressing the noise 
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accumulation in the training iterations and reducing mismatch between the initial weight matrix 

state and the target value. 
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5.0  SCALABILITY 

5.1 IR-DROP LIMITS SINGLE CROSSBAR SIZE 

5.1.1 Impact of IR-Drop on Memristor Crossbar 

In a memristor crossbar, the voltage applied to the two terminals of a memristor is 

affected by the device location in the crossbar and the resistance states of all other memristors. In 

[57], the author explained that in the worst case, both sensing and programming of the crossbar 

will encounter severe reliability issues when the array size is beyond 64×64. Although an NCS 

intrinsically can tolerate certain random errors in sensing process, IR-drop remains an issue in 

NCS training.  

Figure 23 depicts the distribution of the actual voltage drop V’ on each memristor in a 

128×128 crossbar during the training process. Here Vbias =2.9V. V’ij is the voltage actually 

applied to the memristor between WLi and BLj. The largest IR-drop normally occurs at the far-

end of the WL and BL (i.e., V’(128,128)). The smallest/largest voltage degradation (IR-drop) occurs 

when all memristors are at their HRS/LRS. Figure 23 (b) shows that in the worst case, the largest 

IR-drop quickly increases to an unacceptable level as the crossbar size increases. It greatly 

decreases the programmability of the crossbar and degrades computation accuracy of the NCS. 

Degradation also occurs in recall process as shown in Figure 23 (c) and (d).  



 52 

 

 

 

 

 

 

 

(a)                                                                                (b) 

 

 

 

 

 

(c)                                                                               (d) 

Figure 23. Voltage distribution with IR-drop. 

5.1.2 Problem Formulation 

5.1.2.1 Training 

Normally the training of a crossbar starts with an initial state where all memristors are at 

their HRS. To program the initialized memristor crossbar (RHRS) to the target memristor 

resistance state R that representing weight matrix W, a training time matrix T is generated based 

on the characterized relationship between the memristor resistance change and the programming 

time and voltage [48]: 

Best case

Worst case

Best case

Worst case
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(24) 

where V is the ideal programming voltage (V (i,j)=Vbias). After including the impact of IR-drop, 

the actual trained memristors resistance state is R’=f (T,V’,RHRS). Thus, if the V’ deviates from 

the ideal V due to IR-drop, the actual trained crossbar R’ will be distinctive from R. The 

difference between R and R’ depends on the size of crossbar. As shown in Figure 2, when the 

programming voltage arriving at the memristor degrades from the ideal 2.9V to 2.7V (6.8% off). 

The programmed memristor resistance drifts from 900KΩ (point “A”) to 200KΩ (point “C”) at a 

programming duration of 0.4µs. More detailed experiments will be presented in Section 5.5.  

5.1.2.2 Sensing 

Normally during sensing process, the crossbar is read column by column, e.g., the WLs 

are connected to a certain input pattern and BLs are all grounded. As a result, the IR-drop 

induced voltage degradation demonstrates different patterns from that in training process. For 

example, when all WLs and BLs are respectively connected to 1 (1V) and 0 (GND), the ideal 

voltage distribution V of a 128×128 crossbar should be an all-ones matrix and the ideal output 

will be: 

 
, 

(25) 

where “∘” denotes the Hadamard product of two matrices and we assume the crossbar is ideally 

trained. However, as shown in Figure 23 (c), the actual voltage distribution V* deviates from V 

and generates the actual output as: 
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Here, we define W* as the distorted weight matrix producing the actual current output of 

the crossbar when IR-drop is taken into account. As crossbar is a pure resistance network, W* is 

a function of memristor resistance state and wire resistance R_wire: 

   

Here R is the target memristor resistance state. Figure 23 (d) shows that y* is directly 

determined by V*. 

5.2 SYSTEM REDUCTION 

The impact of IR-drop is heavily determined by the size of the crossbar. Hence, if we can 

reduce the scale of the involved computation on the crossbar, the required size of the crossbar 

will decrease and the computation reliability of the NCS will improve. In [46], partitioning of 

large-scale crossbar systems was proposed to address the gap between the data size of 

applications and the size limit of crossbar implementation. However, partitioning often incurs 

additional circuit cost, e.g., analog signal transmission, which is associated with large area and 

energy overheads. Besides, the precision of the signal inevitably degrades during the analog data 

transmission between each crossbar blocks. Reducing the crossbar size, hence, offers a 

transparent enhancement to crossbar partitioning by alleviating the precision requirements on 

signal transmission and processing in the crossbar. 
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5.2.1 Weight Matrix Approximation 

The first step of our proposed crossbar system reduction scheme is to approximate the 

weight matrix W (n×m) in equation (1). In general, for any given weight matrix W, we can 

leverage singular value decomposition (SVD) method to approximate W as [66]: 

 

 

(26) 

where U and V are unitary matrices, Σ is an rectangular diagonal matrix with singular values of 

W. δi (i=1,…r) are the first r (i.e., the rank of Wappx) singular values of W. ui and vi are the 

approximate left and right singular vectors of W [66], respectively. The sequence of δi indicates 

the weights of each item of ui ∙ vi. By collecting a few multiplication product of ui (an n×1 

vector) and vi (a 1×m vector), we can obtain a very good approximation of W. The difference 

between W and Wappx, that is , is decided by the coverage of on the 

overall summed . The difference, hence,  can be controlled by the value of r.  

In general, a larger rank r leads to a better approximation of W but increases crossbar size 

and training time cost. However, increasing r does not necessarily result in a more robust 

crossbar hardware implementation due to the following reasons: First, r is limited by an upper 

bound, say, the rank of W. Increasing r beyond this upper bound is meaningless; Second, r solely 

defines the size of one dimension of the reduced crossbar (say, n×r, which will be shown in the 

next section). Increasing r will directly aggravate the impact of IR-drop.  
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For the above reasons, a threshold “ε” of singular value coverage is heuristically 

predefined for r selection during the approximation of W.  Here ε∈ [0,1]. r is then selected as: 

 

 

(27) 

The efficacy of this select strategy will be shown in Section 5.5.2.  

5.2.2 One-dimensional (1-D) Reduction 

Based on the approximation result, we are able to transform the weight connection 

function in equation (1) as: 

 

              

 

 

 

(28) 

where 

 
,   

(29) 

Here W was originally represented on an n×m crossbar and m×1 vector x is represented 

by the input voltage vector of the crossbar. 
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Figure 24. System reduction improves reliability. 

 

 

Equation (28) and (29) show that the connection function can be transformed to a new 

two-stage system that consists of a n×r weight matrix Wleft and a r×m weight matrix Wright. Note 

that r << n or m. We named this method as one-dimensional (1-D) reduction, which has several 

significant advantages: First, after the original n×m memristor array is divided into two smaller 

arrays of n×r and r×m, respectively, the programming time of the NCS is reduced from O(n×m) 

to O(n+m); Second, 1-D reduction significantly improves the programming robustness of an 

single crossbar, which can be described below: 

Figure 24 depicts the programming voltage drop distribution on a 128×128 crossbar, 

similar to Figure 24 (a). The only difference is that in Figure 24, all memristors are at LRS, 

demonstrating the worst-case impact of IR-drop on crossbar programming. As aforementioned in 

Section 5.1, during the programming of the crossbar, the voltage reaching the target memristor 

may degrade from the original programming voltage when IR-drop is considered. And the 

degradation level relies on the location of the target memristor. In Figure 24, we highlight 

(colored) the memristor locations with a voltage drop higher than Vbias /2 when the voltages of 
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the WL and BL connecting the memristor are set to  and , respectively. We name the 

boundary of the highlighted area as the “hard-limit” of a single crossbar scale. Any memristors 

outside the “hard-limit” will not be effectively programmed because they are practically “half-

selected” (see Section 2.3). Increasing the programming voltage to raise the voltage applied on 

the memristors outside the “hard-limit”, however, will affect the memristors that should be “half-

selected”. Hence, the scale of the “hard-limit” serves as a good measurement of crossbar 

programming robustness. As shown in Figure 24 (a), the largest crossbar size within the “hard-

limit” is only 48×48 by assuming the sizes of the two dimensions of the crossbar are the same, 

i.e., n = m. The maximum size of the data can be processed is only 48. If we can reduce the size 

of one dimension down to a smaller value, say, r = 22, then the size of the another dimension can 

be extended to 128, as shown in Figure 24 (b). Such a crossbar is sufficient to process the data 

with a size of 128 by leveraging our proposed 1-D reduction method, as long as the rank of 

 is not higher than 22. 

5.2.3 Two-dimensional (2-D) Reduction 

1-D reduction can downscale the size of the needed crossbar from n×m to n×r and r×m, 

resulting in significant saving on the hardware design cost and better robustness. In some pattern 

classification tasks, we may further reduce the crossbar size in both dimensions. For example, 

when classifying a noisy input pattern xi (e.g., an n×1 vector), weighted network connections (a 

n×n matrix) are needed to associate a noisy input pattern to as one of the standard pattern aq 

(q=1, 2, ⋯, r). Our proposed two-dimensional (2-D) reduction can further reduce the scale of the 
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computing system by transforming the concerned neuromorphic algorithm to a distance 

comparison based classification as follows: 

Without loss of generality, the similarity between the output vector W∙xi and the standard 

pattern vector aq (q=1,2,⋯r) can be quantitatively measured by:  

 
 

(30) 

Similar to equation (28), we can use  to form a new input vector 

and calculate the similarity between and other patterns as: 

 
    

(31) 

where  is the new weight matrix with a dimension of r×r. 

Equation (31) implies that after the proposed 2-D reduction, the size of the needed 

crossbar is no longer determined by the large dimension size of data pattern (n) but the number 

of the patterns needs to be trained (r). This new property is of particularly importance to 

applications that process the data with large dimensions but only limited number of patterns to 

be concerned, e.g., identifying objects on high resolution image or video. 

5.2.4 Implementation Example 

The proposed 1-D reduction scheme is applicable to any network models that contain the 

operation described in equation (1) while the 2-D reduction scheme can fit in some applications 

like Auto-Associate Memory (AAM) well. Here we use Hopfield-network as an example to 
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illustrate the basic concept of hardware implementation of the two proposed system reduction 

schemes. 

 

 

 

Figure 25. Conceptual schematics of (a) 1-D reduction (b) 2-D reduction. 

 

Conventional Hopfield-network uses recurrent data process architecture to implement 

associative memory by training the connecting synapse weights based on stored standard patterns 

[26]. Each of the neurons has an activation function  as: 

 

 

(32) 

where θ is the activation threshold, which determines whether this neuron fires an 

excitation or not. The input of each neuron is the summation of the activations from all the 

neurons of the synapse network during last iteration. In general, data processing through the 

synapse network can be expressed as: 

 
 

(33) 
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where xi and xi+1 are n×1 vectors that denote the states of n neurons in the current time 

cycle i and the next time cycle i+1, respectively. Weight matrix W is trained with Hibbian rule as 

shown in (30). 

Figure 25 shows the conceptual schematic of our proposed system reduction schemes, 

including both 1-D and 2-D designs. For the purpose of demonstration, here we assume that the 

inputs of the NCS, i.e., xi, are all binary information (0 or 1). Both 1-D and 2-D reduction 

schemes require the inputs to be preprocessed by multiplying with the concerned patterns. In 

normal implementation of Hopfield network, the outputs of the crossbar are directly sent to 

comparators which conduct “sign” function. In our reduction schemes, a slightly more complex 

post-processing is performed at the outputs, which can be implemented with a traditional analog 

selecting circuit. The analysis of system robustness and implementation area tradeoff will be 

presented in Section 5.5. 

Compared to the 1-D reduced weight matrix , the 2-D reduced weight matrix is more 

sensitive to memristor device variations as the variability of one memristor has relatively higher 

impact on the computation accuracy due to significantly reduced number of the memristors 

participating in the computation. More details on the design tradeoffs between the two reduction 

schemes will be discussed in Section 5.5, together with the discussion on the design cost of the 

associated extra peripheral circuitry. 
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5.3 IR-DROP COMPEMSATION 

 In addition to reducing the dimension sizes of the crossbar, we can also actively 

compensate the impact of IR-drop to further improve the computation reliability of the NCS. In 

this section, we propose an adaptive compensation method that can compensate the impact of IR-

drop in both training and sensing processes.  

 

 

Figure 26. Compensation for both training and sensing process. 

5.3.1 Sensing Compensation 

Based on equation 12, the weight matrix represented by a crossbar with resistance state R 

is not W = 1/R but   when IR-drop is considered. As summarized in Figure 

26, the IR-drop compensation can be performed by searching the new memristor crossbar 

resistance state Rc that generates a weight matrix Wc  closest to the ideal target W as: 

    (34) 

RHRS

R’

=W 

Training Recall

RIdeal

IR-drop

Ideal

IR-drop
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Here, we define a cost function as the square of F-norm distance.  is a n×m 

matrix. This optimization problem can be solved by the gradient search method with Rc starting 

from Rc =R as: 

 

 

  

(35) 

where  is the step length. The gradient direction relies on the relation between Wc and Rc, i.e., 

. Here  is a function that can be explicitly measured as follows: when we 

apply 1V on i-th WL of a crossbar with resistance state of Rc and wire resistance of R_wire and 

ground all other WLs and BLs, the magnitudes of the output current from BLs are equal to the 

elements in the i-th row of Wc.  

In general, the currents from every BL can be calculated by Modified Nodal Analysis as 

[71]: 

 

 

(36) 

 
    

(37) 

Here denotes a conductance matrix that is a polynomial function of Rc and R_wire. v is 

the vector of total 2×n×m node voltages. k is the vector of n+m WL/BL currents. i is the vector 

of current sources at each node, most of which are zeros except for the elements corresponding 

to WL/BL ports. e is the vector of n+m voltage sources (e(i,1)=1V, other=0V). Then we have, 
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(38) 

For the last term in equation (35), we have: 

 
   

(39) 

where  can be directly calculated based on equation 

(37).  is the sensitivity of current k to the conductance parameters Y in 

equation (36). This sensitivity can be solved by Adjoint Sensitivity Analysis (ASA) . Figure 

27demonstrated an example about how the imapct of IR-drop in a 64×64 memristor crossbar is 

compensated. Simulation results show that the difference between  and  ( , as 

Y-axis) can be reduced down to below 1% only within 6 update steps described in equation (35).  

 

 

Figure 27. Sensitivity analysis based compensation. 
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5.3.2 Training Compensation 

The objective of IR-drop compensation during crossbar programming is to minimize the 

difference between the trained resistance state R’ of the memristors and the ideal resistance state 

R that represents target weight matrix . According to [57], IR-drop leads to minimum voltage 

degradation when all memristors are set to HRS. Thus, before training starts, all the memristors 

in the crossbar should be initialized to HRS ( ) to minimize the impact of IR-drops.  

We define the ideal training time matrix  as the required programming pulse widths on 

the memristors and  as the ideal training voltage distribution applied on the memristors without 

considering IR-drop. R is the function of  or . Here  is the 

programming pulse width applied on the memristor connected by WLi and BLj.. f is the 

memristor switching function that can be derived from Figure 2.  However, when IR-drop is 

considered, the training voltage distribution matrix is distorted to . To compensate the voltage 

degradation in , we can first calculate  before programming each memristor and then derive 

a new training time matrix  in order to obtain a trained crossbar  close to . For example, 

when programming voltage reduces from 2.9V to 2.7V (see Figure 2), the required programming 

time needs to be extended from 500ns to 3s to program the memristor to the same resistant state.  
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5.4 MODEL COMPRESSION 

There are two ways to improve scalability of a system: increasing the capability of the 

hardware and compressing the model that needs to be mapped onto hardware. In this section, we 

will use model compression technology to increase NCS scalability from a different angel. 

Usually, the best performing machine learning models are ensembles of multiple base 

models. Then, a more accurate and robust prediction can be produced based on voting results of 

base models. However, the large ensemble model requires significant amount of storage and 

computing capability to make a fast prediction. This motivated [77] to propose the technique of 

“model compression”, which gave a promising answer to the question “how to run a large 

ensemble model faster with less storage cost”. Their answer is a compression process that trains 

a smaller and faster model by approximating the function learnt by the well trained large 

ensemble models. 

As shown in Figure 28, the compact single model can be trained with the original training 

samples in a conventional procedure. Once the large ensemble model is trained, there will be an 

alternative set of training data we can use.  
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Figure 28. Model compression. 

 

 

Unlike the true function underlying the original real world training data that is unknown, 

the function learned by a high performing model is available and can be used to test on any input 

feature. To prepare a new set of training data, which we name as “pseudo data”, we use the large 

ensemble model to test on and label the “Test features” in Figure 28. There are three different 

approaches to generate Test features:  

1) Use the features from the original training samples: This is the most conservative way 

to obtain features. However, the original training set is limited in size and the model 

compress can possibly consume more data than the conventional training. 

2) Randomly generate features:  Randomly generated features are not limited in amount. 

However, this method may be very inefficient as it may generate a lot of “invalid” 
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features. For example, a sample of dog can be generated to have height of 3 feet with 

weight of 10 lb., which is very unlikely to happen in reality.  

3) Pseudo features generated base on original training samples: This method induce 

random changes to the original features to extend the volume of the original samples. 

We will show examples and experiment results in section 5.5.6. 

Then, the compact single model can be trained based on the pseudo data and this allows a 

slow, complex model such as a massive ensemble to be compressed into a fast, compact model 

such as a neural net with little loss in performance. Model compression can be directly used to 

reduce the model complexity or size of memristor crossbar based NCS. More experiment results 

can be found in section 5.5.6. 

5.5 EXPERIMENTAL RESULTS 

 In this section, we will evaluate the effectiveness of the proposed schemes through a set 

of experiments: Section 5.5.1 shows the training quality improvement via IR-drop compensation; 

Section 5.5.2  defines reading accuracy and discusses the selection of rank r in system reduction; 

Section 5.5.3, 5.5.4 and 5.5.5 evaluate implementation area, performance and robustness of both 

system reduction methods, respectively. The trade-off between two methods will be particularly 

discussed in Section 5.5.5; Section 5.5.6 gives a study on the model compression technique. 

Table 3 summarizes the parameters of the memristors and crossbar designs used in our 

simulations.  

 

 



 69 

Table 3. Experiment parameters. 

 

5.5.1 Training Quality 

In a crossbar, the voltage applied to the two terminals of a memristor is affected by the 

device’s location in the crossbar Figure 29. Trained resistance discrepancy. Figure 29 shows the 

simulation results on the memristor resistance discrepancy between the target crossbar and the 

actual trained crossbar under the impacts of IR-drop and process variations. Similar to the 

training voltage degradation pattern shown in Figure 23, the largest memristor resistance 

discrepancy of occurs at the far end of the crossbar. Here we assume that the programmed 

memristor resistance follows the log-normal distribution as  [39].  stands for 

the mean of the programmed memristor resistance and  ~ N (0, σ) is a random variable that 

follows Gaussian distribution. 
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Figure 29. Trained resistance discrepancy. 

 

 

We use the example from Section 5.2.4 to illustrate the design of NCS. The crossbar 

scale can be reduced from 128×128 (original n×n) down to 128×19 (n×r) and 19×19 (r×r) by 

applying 1-D and 2-D reduction schemes, respectively. Here r is selected as 15%·n, which is the 

maximum pattern numbers that can be stored in a 128×128 Hopfield network in theory .As 

shown in Figure 29 (a), the memristor resistance discrepancy significantly reduces when crossbar 

size decreases, implying a better training quality. 

To further enhance NCS training quality, we introduce the IR-drop compensation 

technique given in Section 5.3.1 into training process. Figure 29 (b) shows that the compensation 

technique effectively minimizes the memristor resistance discrepancy. As we shall show in 

Section 5.5.5, the training quality enhancement can substantially improve recall successful rate 

(testing accuracy) of the NCS.  
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Figure 30. Recall discrepancy (a) respect to r/n, (b) respect to ε. 

5.5.2 Reading Accuracy and Selection of r 

In this experiment, reading of a crossbar is defined as the case that all WLs of the 

crossbar are connected to 1V while all BLs are grounded. In such a case, the ideal output current 

from the BLs should equal  (x is all one vector). However, due to IR-drop, the actual output 

current I will show deviation from , which can be described as reading accuracy issue. In 

this experiment, we evaluate the reading accuracy of the proposed reduction schemes under 

different conditions. We will also discuss the rank selection (r) of the 1-D reduced weight matrix 

based on the read accuracy. To achieve the maximum representation, the benchmarks adopted in 

the experiment include Hopfield network, BP training based weight connection and random 
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weight matrix, all of which have a size of 100×100. We program the crossbar to target weight 

matrix W for different benchmarks under impact of same memristor variation as section 5.5.1. 

We first scan r from 1 to 100 and see how the value of r/n (n=100) affects reading 

discrepancy, i.e., . Based on the experiment results shown in Figure 30 (a), 

the optimal r varies significantly in different benchmarks. For example, Hopfield network 

reaches the lowest read discrepancy when r/n=0.08~0.19, while random weight matrix reaches it 

when r/n=0.3~0.8. So finding a generic proper range of r/n for all benchmarks becomes 

impossible. The main reason is because each benchmark has different distributions of SVD 

singular value. The singular value sequence of the Hopfiled network used in our experiment, for 

example, is 53.7, 4.6, 3.8, 3.2…. while that of the random weight matrix is 5.03, 2.89, 2.77, 

2.62….. Due to the highly skewed distribution of the singular values, a small r (low rank) is 

sufficient for the Hopfield network. The random weight matrix, however, needs a large r because 

of the relatively similar singular values.  

We note that the threshold ε introduced in equation (27) serves a generally good guidance 

for the rank selection. Figure 30 (b) shows the read accuracy degradation followed by the 

increase of ε. The optimal values of ε for the three benchmarks all locate within the range of [0.1, 

0.3]. Note that ε = 0 means r equals the rank of the original weight matrix W. Continue 

increasing r beyond the rank of W will not improve the read accuracy of the crossbar but 

introducing extra IR-drop and noise. In the following experiments, we heuristically choose r by 

setting ε to 0.2.  
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5.5.3 Training Performance 

Neither system reduction nor IR-drop compensation will affect the sensing time of the 

NCS. However, training time can be affected by both techniques. Here we still use the example 

from Section 5.2.4.  Figure 31 compares the training times of the corresponding NCS designs 

with and without system reduction techniques and the training compensation time overheads. As 

memristors are programmed one by one in crossbar, system reduction naturally shortens the 

training time by reducing the total memristor number. The overall training time of 2-D reduced 

design is only 3.3% of that of the original design. When crossbar size rises, longer time is 

consumed on IR-drop compensation because of the severer voltage degradation. For instance, 

compensation overhead contributes to 4.12% of total training time when n = m = 32, and 28.3% 

when n = m = 128.  

 

 

Figure 31. Training time comparison. 
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5.5.4 Area 

As discussed in Section 5.2.3, system reduction scales down the size of crossbar while 

introducing additional peripheral circuit. We evaluate the overall circuit area cost of original, 1-

D and 2-D reduced NCS designs, as shown in Figure 32. The circuit design details are also 

illustrated in Table 3. 1-D reduced design always has a smaller area than original design until n = 

96, beyond which the overhead of extra circuit starts to dominate. 2-D reduced design, however, 

always has the smallest area: when n = 128, the area of 2-D reduced design is only 61.3% of that 

of original design. Note that the areas cost shown in Fig. 20 is for only a single crossbar and its 

peripheral circuit. When the NCS is scaled up to a level capable of processing large data size, 

e.g., high resolution image, multiple crossbar may be needed. Routing and analog data 

transmission will occupy significant portion of the circuit area.  

 

 

Figure 32. Area cost comparison. 



 75 

5.5.5 Robustness 

Similar to Section 5.5.1, we set the number of standard patterns stored in a crossbar to 

0.15·n in our recall robustness analysis on the circuit implementation from Section 5.2.3. Each 

standard pattern is a randomly-generated binary vector. Test input patterns are the defected 

standard patterns where each digit has a 15% probability to be inversed. We determine whether a 

recall is successful by comparing the mismatch between the outputs of the test inputs and the 

corresponding standard patterns. Recall successful rate (testing accuracy) is obtained by running 

1000 times Monte-Carlo simulations. Besides the process variations of memristor devices 

( ), we also assume each memristor has 0.1% chance to be stuck at HRS or LRS.  

 

 

Figure 33. Recall successful rates of three NCS designs considering IR-drop. 

5.5.5.1 Training and Testing with IR-drop 

We first evaluate the NCS performance under the impact of IR-drop. The same 

experiment setup and training method in Section 5.5.2 are adopted in these simulations. Figure 

33(a) shows the recall successful rate of three NCS designs when IR-drop is considered during 

both training and sensing process. Conventional NCS design suffers from the largest degradation 
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among all the designs when the scale of the crossbar increases from 16×16 to 128×128. And 1-D 

reduction outperforms the other two designs.  

Figure 33 (b) shows the results when IR-drop compensation is introduced during only 

training process. When the size of the crossbar increases, the training quality of the original 

crossbar is significantly improved by IR-drop compensation. 

Figure 33 (c) shows the recall successful rate of all NCS designs when the IR-drop 

compensation is applied during both training and testing. IR-drop compensation substantially 

enhanced the robustness of original and 1-D reduced designs. As the crossbar size of all 2-D 

reduced designs is smaller than 20×20, neither the IR-drop effect nor the compensation 

improvement is significant. When n = m = 128, the 1-D reduced design shows a recall successful 

rate of 85.3%, which is 27.0% higher than original design (68.3%).   

5.5.5.2 Impact of memristor/wire resistance variation 

In neural network model development, hardware device variations, e.g., memristor 

variation and metal wire resistance variation are generally not considered. In our IR-drop 

compensation design, wire resistance is also considered as a fixed value. In reality, these 

variations may harm the robustness of both training and recall process. Based on the experiment 

setup in section 5.5.5, we simulated the impacts of memristor and metal wire resistance 

variations and IR-drop. Table 4 shows the simulated recall successful rates of the NCS with 

different crossbar sizes and memristor variation assumptions. When the memristors have lower 

variation (i.e., ), all three designs have better recall successful rates.  However, the 

recall successful rate of the 2-D reduced crossbar degrades more phenomenally than the other 
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two designs when  increases, implying less tolerance to process variations as discussed in 

Section 5.2.4.  

Although wire resistance greatly affects the impact of IR-drop, its variation  does 

not show visible impact on overall system robustness due to its relatively small magnitude (2.5 

Ω) and variance ( ). 

5.5.5.3 Tradeoff between 1-D/2-D system reduction 

It is clear that among all the designs, 2-D reduced design has the best area efficiency even 

though it may not offer the same computation reliability as the 1-D reduced and conventional 

designs. However, computation reliability of 2-D reduced design shows higher sensitivity to the 

variation of memristor resistance ( ) than that of other two designs, as shown in Table 4. 

Hence, 2-D reduced design is a good solution for a large-scale data processing with well-

controlled variability of memristor device as well as the relatively low computation accuracy per 

iteration.  

1-D reduced design offers a good balance among area efficiency, computation accuracy, 

and tolerance to IR-drop and memristor variations. In fact, 1-D reduced design even shows better 

computation accuracy then the original design when the problem size is large because of the 

significantly improved tolerance to IR-drop and memristor variations, as shown in Figure 33. 

However, as shown in Figure 32, the 1-D reduced design will lose its area benefit when n≈100 

due to the increased overheads of pre-processing circuit. 
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Table 4. Recall successful rate of NCS with different sizes 

 

5.5.6 Model compression 

In this experiment, we will demonstrate the hardware resource reduction by utilizing the 

model compression technology. The data set we use is the “LETTER” from UCI. Each sample 

contains a feature vector with length of 16 features, and every sample belongs to one of two 

classes. Every feature is a real value between 1 to 16. The original training set and testing set 

both contain 5k samples. 

We generate 20k pseudo samples by randomly increase/decrease value of original 

samples with 10% probability. In this experiment we use SK-learn to build the ensemble model 

that contains 5 support vector mahcines, 5 random forests, 5 nearest neighors and 5 decision tress 

as base models. The x-axis is the amount of memristor connections we use in the neural network 

and y-axis is the testing accuracy of the model. The accuracy of the best ensemble model, i.e., 

4.58% error rate, does not change with the x-axis because it is not neural network. The blue line 
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is the neural network that is trained in the conventional way. The orange/gray line is the neural 

network trained with model compression methods with original/pseudo training samples. The 

difference between the original sample and pseudo samples is negligible in this experiment while 

the model compression technology is clearly demonstrated to significantly improve the 

performance of the neural network compared with conventional training. For example, it shows 

that, to achieve the sample performance, i.e., 7.12% error rate, the model compression 

technology can reduce the number of memristors by 75% (from 8704 memristors to 2176 

memristors).  

 

 

 

Figure 34. Model compression. 
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5.6 SECTION SUMMARY 

In this section, our analysis reveals that the IR-drop along the metal wires and memristor 

arrays in crossbars significantly affects the reliability and scalability of the NCS. Based on our 

analysis, we proposed system reduction schemes that can substantially reduce the size of the 

crossbar required in NCS implementation for system robustness enhancement. We also proposed 

IR-drop compensation technique that can improve the training and recall reliability of the NCS. 

Simulations show that these techniques substantially improve the operation robustness of the 

NCS by 27.0% and reduce 38.7% of circuit area. Orthogonal to both of these two techniques, we 

also investigate utilizing model compression technique to reduce the hardware resources while 

achieve high performances, e.g., testing accuracy.  
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6.0  SECURITY APPLICATION 

Cognitive systems that leverage advanced data processing technologies, e.g., machine 

learning and data mining, are widely used in various fields. The common goal of these data 

processing technologies is the automatic or semi-automatic analysis of large quantities of data, 

often to extract previously unseen patterns such as groups of data records (clustering) and 

unusual records (anomaly detection) [78].  

Security of any data processing technology can be critical to users. The unique properties 

of a cognitive system will also introduce new security challenges. For example, a user may need 

to use powerful computing sources from a third party for data processing. Hence, [75] 

investigated protecting the privacy of data that needs to be processed by a third party. In this 

work, we will explore other security concerns related to the basic components of cognitive 

systems: the training data and processing model.   

While the training data are often confidential because they are hard to collect or sensitive 

to the public, the features of the training data can be obtained by anyone with access to the 

cognitive system as a normal user. Further, although the processing model of the cognitive 

systems can be highly valuable to the owner, we demonstrate that it can be replicated by a skilled 

attacker, even without any information about the model selection or the original training data. 

Based on our understanding of security concerns of the cognitive systems, we investigate 

the possibility of utilizing the unique property of memristor device to build a secured 
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neuromorphic computing system that prevents replicating the model hard-coded in a memristor-

based terminal device by leveraging memristor’s drifting effect. The performance of the system 

will gradually degrade without regular calibrations. Experimental results show that our design 

can effectively provide resilience to replication attack. 

6.1 SECURITY CONCERNS IN COGNITIVE SYSTEMS 

6.1.1 Test Data Privacy 

The user/testing data that needs to be processed and can be very sensitive. For example, a 

hospital may want to predict a patient’s risk of certain disease. However, due to regulations, the 

patient’s medical files cannot be revealed. If the hospital wish to use popular cloud machine 

learning (CML) services from commercial providers’ infrastructures, e.g., Microsoft Azure 

Machine Learning, Google Prediction API, Amazon, etc., the privacy of the patient’s medical 

files is under serious thread. This particular problem is searched by P. Xie [75]. They proposed a 

neural network model that allows user to encrypt test data before sending to the model. The 

model can generate prediction results that are also encrypted and send back to the user. However, 

the complexity of the model they use is restricted.  
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Figure 35. Encrypted neural network. 

6.1.2 Training Data Security 

Training data can be sensitive in many cognitive systems and becomes a major security 

concern. For instance, in a supervised learning based classification application, e.g., a 

surveillance system, the target to be searched is often sensitive information that should not be 

released to the public [79]. However, the security of the searching target (training data) may be 

threatened if the classifier itself is available to the users, e.g., the terrorists obtained a 

surveillance systems that can be tested. The concerned problem can be formulated as follows: 

Without losing generality, we use classification model as an example and describe 

function of the considered cognitive system as:  

 
   

(40) 

Here, w is a vector of the parameters of the original model. x is the input vector of features. In 

equation (40), yi is the i-th class that a sample can be assigned to. The probability function 
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p(y=yi|w,x) is defined by the structure of the original model, e.g., neural network or naïve 

Bayesian model. 

When a training data set D is given (Di=<xi,yi>i=1..r), the goal of the training is to find 

a w so that: 

 
  

(41) 

After training, the optimal w will be selected.  

Here we assume that the attacker can access the classifier model function, i.e., g(w,x), but 

cannot access the original training data set D. The attacking procedure to “reverse-engineer” the 

searching target of the original training data can be then translated to finding a data set x’ to 

achieve the maximum probability of the model function: . The procedure of 

searching x’ can be as simple as the standard gradient-descent algorithm with random starting 

point in the feature space. To demonstrate this theory, we use MNIST hand writing digits from 0 

to 9 as the training data. The model used for classification is a neural network. The training 

function of the classifier is to differentiate number ‘0’ from other digits. The standard gradient-

descent method is used in the training procedure.  

Single-layer neural network: The function of a single-layer neural network can be 

described as: 

 y = g(x) = sigmoid(w  x), (42) 

where x is the input feature vector and w is connection vector. After finishing the training 

process, we try to find the input pattern x’ that generates the maximum output, such as:  

 
. 

(43) 
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Here, each element in x is limited within the range between 0 and 1, representing the brightness 

value of a pixel. Because the sigmoid function is monotonic increasing, a close form solution of 

x’ exists as follows: 

 
.  

(44) 

Accordingly, x represents a binary image as shown in Figure 36 (b).  

Multi-layer neural network: The situation for a multi-layer neural network will be much 

more complicated. Since nonlinearity will be introduced to the classifier, we cannot derive a 

close form solution. Searching for the input pattern that generates max output probability will be 

determined by the gradient descent algorithm. Figure 36 (c) shows the input pattern x* that 

generates highest probability, which matches the original searching target very well. 

In summary, for both single- and multi-layer neural networks, the searching target can be 

reversely estimated through the classification model. 

 

 

Figure 36. Reverse estimation. 

(a) (b) (c)
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6.1.3 Model Security 

A lot of models are carefully designed and very valuable to the owners. At the same time, 

running learning models on an embedded device introduces an obvious convenience such as run-

time processing and high efficiency, but unfortunately also introduces security challenges. The 

learning model will be exposed to the risk of being attacked by unauthorized attackers who have 

physical access to the device. Consider the following scenario: Assuming there is a drone 

carrying an image processing system, which is being used for its navigation and guidance 

systems. If the drone is captured by an unauthorized third party, say, an attacker, the attacker 

may use the in-put/output (I/O) pairs obtained from the drone to “learn” the function 

implemented by the system [80]. This scenario is similar to most side-channel attacks, where the 

attacker tries to learn a secret key embedded in the device to which he has physical access. This 

type of security concern interests us most and we will investigate potential hardware solution. 

6.2 MODEL REPLICATION ATTACK 

6.2.1 Attacking Model 

Figure 37 shows a conceptual view of the concerned embedded system and its usage 

model. The model is first trained for an application and then the user can submit his/her data for 

processing (testing), e.g., pattern recognition or classification.  
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Figure 37. Training and replication of the learning model. 

 

 

We still use the function defined in equation (40) to describe the original learning model 

, which is used to solve a classification problem. To define the attack process realistically, 

we summarize the accessibility of the attacker as below:  

 The attacker can submit test samples, e.g., images, body data from patients, finger prints, 

to the originally trained model and receive the test results without any constraints, i.e., 

being granted with the same privilege as a normal user or being able to physically get 

access to it; 

 The attacker does not have access to the original training data; 

 The attacker has no knowledge about the info and parameters of the original model.  

The goal of the attacker is to replicate the function of the original model  by 

constructing a new model . To achieve this goal, one of the possible attack process may 

consist of the following two phases, namely, model testing and model replicating. 

Training data (D)

Original model 

( g (w, x) )

Replicated model
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Model Testing: The above accessibility assumption limits the interactions between the 

attacker and the NCS to only testing the data as a normal user. Therefore, the only information 

that the attacker may obtain (indirectly) about the original model is through submitting testing 

data samples and collect output from the NCS. In this paper, we use Din to denote the testing 

samples, each of which contains a vector of features requested by the NCS to make a prediction. 

Dout is the predicted results generated by the NCS. [Din, Dout] construct I/O pairs. Here the length 

of Din, i.e., the number of testing samples, and the length of Dout and [Din, Dout] are the same, 

say, m, which is decided by the attacker. We refer to the above process of constructing the I/O 

pairs as model testing. 

Model Replication: Since the attacker has no knowledge about the type of the original 

model, he/she needs to select a learning model as a starting point for model replicating. After the 

I/O pairs are constructed and the replicated model type is selected, the attacker starts to use the 

I/O pairs to training the replicated model: since the I/O pairs are generated from the original 

model, the function of the replicate model will gradually approach to that of the original model 

during. 

The model selected by attacker is arbitrary. Besides the original model, (e.g., neural 

network), we could also use other model (e.g., Naïve Bayes model) as the replicated model to 

learn the function of the original model. In addition, it has been proved that it is not necessary to 

select the same model type as the one of the original model [15]. An important evaluation 

criterion of a NCS is testing accuracy. Usually when a NCS is trained, a set of data samples with 

ground-truth labels are used to evaluate its accuracy, which is defined in our paper as: 

 
  

(45) 
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Here the number of true-positives is the number of predictions that match the ground-

truth labels. In addition, we define the replication quality as the difference between the testing 

accuracy of the replicated model and the original model. The smaller the difference is, the better 

the replication quality will be. 

6.2.2 Demonstration 

In this case study, we adopted the well-known PIMA Indians Diabetes Data Set for 

diabetes prediction [81]. The data set collects many patients’ medical records (features) 

including age, weight, blood pressure, pregnancy, result of glucose tolerance test, etc. Here, we 

use neural network as the original model. The original training set consists of 500 training 

samples, each of which contains eight features and one label. The label could be either 1 

(positive) or 0 (negative). Training is finished when the model can successfully make prediction 

for 80.1% of the training samples. During the testing stage, we apply another 229 samples and 

the neural network model diagnoses 79.3% of them correctly.  

Assume that attackers have obtained features of a new group of patients and sent these 

test samples to the original classifier. By combining these test samples and results, attackers can 

form “I/O pairs” for the model replication. Due to the lack of real patient data, in the case study, 

we randomly generate a set of patient features based on the distribution of certain features.   

The size of the I/O pairs is an important factor. Intuitively, a large set of I/O pairs 

potentially makes the replicated model easier and more accurate. However, a large set of training 

data also indicates higher costs in the data set generation and the model replication. The 

attacking will become invalid and meaningless if the replication is not much less expensive than 

creating another “original” model.  
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In our experiments, we vary the size of the I/O pairs from 10 to 600 and test the accuracy 

of the replicated models. For the holdout test, a small set of I/O pairs is sufficient to develop a 

replication model with almost the same test rate as the original classifier, as illustrated in Figure 

38. We use neural network and naïve Bayesian models as the alternative model selection. Our 

experiments demonstrate that the type of the replication model does not affect much on the 

predication accuracy. 

 

 

Figure 38. Model replication. 
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6.3 MEMRISTOR-BASED SECURED NCS 

6.3.1 Drifting Effect 

The drifting effect of a memristor denotes the fact that the resistance of the device will 

gradually change after being programmed. This drifting effect has two major contributors: 1) the 

intrinsic retention property of the device [82], and 2) the read-induced change in resistance.  

Retention property denotes the fact that the resistance of a programmed memristor device 

continuously changes to a high resistance state without any applied voltage. This type of 

resistance change is very slow and hard to control since it is related to the material relaxing 

mechanism.  

During sensing, a memristor device is constantly stimulated by short minor voltage 

pulses, and its resistance keeps changing. Based on switching behavior described in Figure 2, the 

drifting rate (i.e., changing rate of its resistance) can be controlled by choosing the amplitude and 

duration of the sensing current/voltage. In general, the resistance change of a memristor in a 

memristor-based hardware is a continuous procedure that can be described as: 

 
.    

(46) 

Here, v and t are the sensing voltages and operation time of the memristor, respectively. 
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6.3.2 Secured NCS Design 

Since the elements in the weight matrix W of a neural network can be either positive or 

negative but resistances of memristors can be only positive, we partition W into two matrices A 

and B as: 

 
   

(47) 

 
.  

(48) 

Here  denote the elements in W. Matrices A and B are represented using one memristor 

crossbar for each (M1 and M2 , respectively) where the conductance of every memristor "g>0" . 

As such, equation (1) can be rewritten as: 

 
. 

(49) 

For simplicity, here we assume the resistance change of memristors is a linear process. In 

conventional design, same inputs are applied to both A and B during computation. If we use ∆A 

and ∆B as the value drifting of A and B, then the drifting of W can be expressed as ∆W=∆A–∆B. 

According to equation (47) and equation (48), we have: 

 
.   

(50) 

Here “∘” denotes the Hadamard product of two matrices. rate is a coefficient indicating the 

drifting rate and input is application specific. 

As the resistance of the crossbar changes through usage, the accuracy of the system 

degrades over time, which means the function of the model behind the system is changed. We 
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refer to this property of secured NCS as its forgetting property. In order to better control this 

property, we propose to apply random voltage pulses to all memristors for each I/O pair, so that 

the resistance can change linearly. 

 In a replication process, if the I/O pairs are generated by this gradually degraded system, 

the highest testing accuracy that can be achieved by the replicated model will be significantly 

lower than the one generated using the ideal I/O pairs. This testing accuracy difference 

demonstrates the potential of using the forgetting property to overcome the model replication 

challenge. 

In order to guarantee the usability for normal users, a calibration mechanism must be 

applied to such a system with forgetting property. A naïve way to do calibration is to refresh the 

crossbars with initial resistance states periodically, using a secured method. For example, in the 

scenario mentioned in Section 6.1.3, owner of the drone could calibrate it through a secured 

communication channel from the base. This can be performed through authentication protocols 

using physical unclonable functions [83][84]. 

6.4 EXPERIMENT RESULTS 

In this section, we will demonstrate the effectiveness of memristor-based secured NCS 

described in Section 6.3.2. In Section 6.4.1, we will depict the drifting effect of memristor 

devices and its relationship to the testing accuracy of the system.  In Section 6.4.2, we will show 

the protection effectiveness against replication attack. In the experiments, we choose a 

benchmark from Scikit-learn [85]: Hand-writtern Digits (Digit).   
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6.4.1 Drifting vs. Degradation 

The existence of drifting effect causes the function of a secured NCS gradually deviates 

from the trained one during its operation. To evaluate the impact of drifting effect on the testing 

accuracy of a NCS, we simulate the degradation brought by the drifting in such a system when 

running different benchmarks. The memristor crossbar is configured to implement a neural 

network with two hidden layers for all benchmarks. Each layer has 64 neurons.  

The simulation results are summarized in Figure 39. Here, we take Digit for example, as 

the curves for all three benchmarks have very similar trend. X-axis denotes the number of I/O 

pairs. The left y-axis denotes the error rate of the system while the right y-axis denotes the 

normalized summed absolute changes of weights (NSCW) due to memristor drifting. We define 

the error rate and NSCW as: 

 
. 

(51) 

 
. 

(52) 

yi denotes the classification result, ti  denotes the target result, n denotes the size of I/O 

pairs, and wij  is the element of weight matrices in neural network. Our results show that with 

increasing resistance change of memristor device, the testing accuracy drops significantly to 

unusable level (error rate > 60%). 
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Figure 39. Resistance change and system degradation. 

6.4.2 Replication Quality 

In this section, we will show the effectiveness of our design on preventing replication 

attack. The effectiveness is evaluated by showing the highest testing accuracy that can be 

achieved by a replicated model. Lower testing accuracy means the system has better resilience 

against replication attack. 

Figure 40 summarizes the results of comparison, where x-axis is the I/O pairs and y-axis 

is the accuracy rate. The model chosen for replication is the model with the best testing accuracy, 

e.g., SVM for Digit, Random Forest for Faults. Other models include K-Nearest Neighbors and 

neural network. In the simulation, we assume the attacker uses the original training samples to 

train their replication model, by doing so, the attacker will get a better quality than using 

manually generated samples.  

Figure 40 shows the testing accuracy on degraded system is similar to the original one at 

the beginning. That is because it belongs to the low error rate region as we can observe from the 

curve in Figure 39. For the secured NCS, the accuracy of replicated system drops after 150 I/O 

pairs, while the accuracy of original model increases. This case study shows the proposed 

secured NCS design is resilient to replication attack.  
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Figure 40. Effectiveness of memristor-based secured neuromorphic system. 

6.5 SECTION SUMMARY 

In this section, we first introduced some security concerns of modern cognitive systems. 

Several application cases are presented to demonstrate that the features of the private training 

data and the confidential data processing model may be obtained and replicated by attackers 

granted with the access at only normal user level. Our case study shows that with only 37% of 

the original training data size, the replicated system can achieve up to 95% of the test rate of the 

original system. In addition, we investigated using unique drifting property of memristor to build 

a secured NCS that protects the processing model from replication attack. Our experiments 

demonstrates the effectiveness of our proposed solution. 
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7.0  CONCLUSION AND FUTURE WORK 

7.1 DISSERTATION CONCLUSION 

Neural network, as an important type of machine learning algorithms, has been widely 

used in various fields of data processing applications. Many embedded hardware platforms, 

including FPGA and System-on-Chip (SoC), have been developed to implement neural networks 

with excellent speed and efficiency. Recently, the similarity between the programmable 

resistance state of memristor devices and the variable weight connection in neural networks 

dramatically simplifies the structure of circuit realization of a neural network. However, 

constrains and imperfections of hardware circuit severely limit the memristor-based NCS from 

achieving high reliability and high efficiency at the same time. This dissertation quantitatively 

investigated the testing accuracy, training speed and hardware cost of memristor crossbar based 

NCS when considering hardware limitations, e.g., device variation, analog signal noise and IR-

drop. Based on our understanding, we proposed three main techniques:  

In section 3.0 , we proposed “Vortex” – a variation-aware off-device training scheme that 

tolerates device imperfections and design constraints. By combining variation-aware training and 

adaptive mapping method, we demonstrate that Vortex achieves significantly improved training 

quality, i.e., 29.6% higher test rate, w.r.t. conventional off-device training.  
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On-device training has unique advantage of combat the impact of device variation 

because the training monitoring the output of the devices iteratively. Hence, in section 4.0 , we 

proposed a noise-eliminating on-device training method and digital-assisted initialization step to 

improve the training process robustness and the speed of on-device training. Experimental results 

show that our techniques can significantly improve the testing accuracy and training time of 

neuromorphic computing system by up to 18.7% ~ 36.2% and 12.6% ~ 14.1%, respectively, 

through suppressing the noise accumulation in the training iterations and reducing mismatch 

between the initial weight matrix state and the target value. 

Besides training quality and speed, scalability of memristor based NCS is another very 

critical factor that defines the hardware usability and efficiency. In section 5.0 , our analysis 

reveals that the IR-drop in crossbars significantly affects the reliability and scalability of the 

NCS. Then we proposed hardware solutions, e.g., system reduction and IR-drop compensation 

schemes that can significantly reduce the size of the crossbar required in NCS and improve the 

training and testing reliability of the memristor crossbar. From a different approach, we also 

investigate utilizing model compression technique to reduce the hardware resources while 

achieve high performances on the software level. The software and hardware solutions are 

orthogonal to each other and can be integrated to be a systematic solution. 

In section 6.0 , we first introduced some security concerns, including private data and 

processing model safety, of modern cognitive systems. We investigated using the unique drifting 

property of memristor to build a secured NCS that protects the processing model from replication 

attack. Our experiments demonstrates the effectiveness of our proposed solution. 
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7.2 FUTURE WORK 

7.2.1 Function Generality of Memristor-based NCS 

So far, we only demonstrated fully connected neural network on memristor-based NCS. 

To achieve generality, we need a mechanism that enables programmable neural topology for 

various neural network model, e.g., recurrent neural network and convolutional neural network.  

The recurrent operation can be easily implemented since the output of one crossbar can be sent 

back to the input of any crossbar, including itself. The convolution operation can also be realized 

by carefully mapping the convolutional filter onto the crossbar.  As shown in Figure 41, a typical 

convolutional operation applies a local filter F1×k on different area of a feature map M (n,r) . 

Without losing generality, we only use the first column, i.e., M(n,1), of the map as an example. 

The output of the convolution operation can be described as: 

 
 

(53) 

In a crossbar, we can program the memristors in a way such that in the i-th column, the 

memristor from the i-th to the (i+k)-th row are programmed to represent F(1,1:k) ,while the other 

memristors set to high resistance state. Obviously, output of the i-th column of the crossbar 

equals to the oi in equation (53). By doing this, one channel (one filter) of convolutional 

operation can be successfully mapped onto one crossbar computing core. More implementation 

details need to be investigated to enable a hardware demonstration. 
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Figure 41. Memristor crossbar-based CNN. 

7.2.2 Usability of Memristor-based Secured NCS 

Maintaining a high testing accuracy of the original model, which means the resistance of 

memristor is changing in a low rate, offers better service quality to normal users, however, also 

makes the attacker replicate the model faster. The most ideal testing accuracy degradation curve 

is a step function that a controllable threshold value (shown as green curve in Figure 42). Before 

the threshold t, the system produces results with maximum accuracy to the normal user. At the 

same time, the system prevents the attacker from obtaining valuable information by sharply 

Memristor crossbar

o1 o2 o3
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reducing the testing accuracy after t. One goal of our future work can be described as improving 

the degradation curve from current red curve in to a more non-linear blue curve Figure 42.  

The goal can be achieved from different approaches. In hardware circuit, we can try to 

identify critical paths that have the most impact on the testing output and connect them with 

specially designed memristor device. On software level, the neural network can be organized and 

trained to have extra feature that meets our requirement for better security. 

 

 

Figure 42. Ideal degradation. 
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